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As governmental and non-governmental operations become progressively supported by vast automated
systems and electronic data flows, attacks of government information infrastructure, operations and
processes pose a serious threat to economic and military interests. In 2007 Estonia suffered a month long
cyber assault to its digital infrastructure, described in cyberspace as‘Web War I'. In 2010, a
worm?Stuxnet?was identified as supervisory control and data acquisition systems at Iran’s uranium
enrichment plant, presumably in an attempt to set back Iran’s nuclear programme. The dependence upon
telecommunications and information infrastructures puts at risk Critical National Infrastructure, and is now
at the core of national security interests.

This book takes a detailed look at these new theatres of war and considers their relation to international law
on the use of force. Except in cases of self-defence or with the authorisation of a Security Council
Resolution, the use of force is prohibited under the UN charter and customary international law. However,
the law of jus ad bellum was developed in a pre-digital erawhere current technological capabilities could not
be conceived. Jackson Maogoto asks whether the law on the use of force is able to deal with legal disputes
likely to arise from modern warfare. Key queriesinclude how one defines an armed attack in an age of anti-
satellite weaponry, whether the destruction of a State’ s vital digital eco-system or the "blinding" of military
communication satellites constitutes a threat, and how one delimits the threshold that would enliven the right
of self-defence or retaliatory action. The book argues that while technology has |eapt ahead, the legal
framework hasfailed to adapt, rendering States unable to legally defend themselves effectively.

The book will be of great interest and use to researchers and students of international law, the law of armed
conflict, Information Technology and the law, and counter-terrorism.
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From reader reviews:
LisaMarsh:

The experience that you get from Technology and the Law on the Use of Force: New Security Challengesin
the Twenty-First Century (Routledge Research in International Law) isamore deep you digging the
information that hide within the words the more you get thinking about reading it. It does not mean that this
book is hard to understand but Technology and the Law on the Use of Force: New Security Challengesin the
Twenty-First Century (Routledge Research in International Law) giving you excitement feeling of reading.
The author conveys their point in selected way that can be understood by simply anyone who read the idea
because the author of this e-book is well-known enough. This specific book also makes your vocabulary
increase well. It is therefore easy to understand then can go with you, both in printed or e-book style are
available. We recommend you for having this specific Technology and the Law on the Use of Force: New
Security Challenges in the Twenty-First Century (Routledge Research in International Law) instantly.

Noel Stevens;

The actual book Technology and the Law on the Use of Force: New Security Challengesin the Twenty-First
Century (Routledge Research in International Law) will bring you to definitely the new experience of
reading the book. The author style to explain the ideais very unique. In case you try to find new book to see,
this book very suited to you. The book Technology and the Law on the Use of Force: New Security
Challengesin the Twenty-First Century (Routledge Research in International Law) is much recommended to
you to read. Y ou can a so get the e-book in the official web site, so you can easier to read the book.

Janice Martin:

Areyou kind of busy person, only have 10 or perhaps 15 minute in your moment to upgrading your mind
skill or thinking skill perhaps analytical thinking? Then you are receiving problem with the book than can
satisfy your short space of timeto read it because al of thistime you only find reserve that need more time
to be study. Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First
Century (Routledge Research in International Law) can be your answer mainly because it can be read by
anyone who have those short free time problems.

LisaLee

Reading a book to get new life style in this season; every people loves to examine a book. When you study a
book you can get awide range of benefit. When you read ebooks, you can improve your knowledge, smply
because book has alot of information on it. The information that you will get depend on what sorts of book
that you have read. If you would like get information about your analysis, you can read education books, but
if you want to entertain yourself look for afiction books, this sort of us novel, comics, along with soon. The
Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First Century
(Routledge Research in International Law) will give you hew experience in looking at a book.
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