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The definitive design and deployment guide for secure virtual private networks

Learn about IPSec protocols and Cisco IOS IPSec packet processing●

Understand the differences between IPSec tunnel mode and transport mode●

Evaluate the IPSec features that improve VPN scalability and fault tolerance, such as dead peer detection●

and control plane keepalives
Overcome the challenges of working with NAT and PMTUD●

Explore IPSec remote-access features, including extended authentication, mode-configuration, and digital●

certificates
Examine the pros and cons of various IPSec connection models such as native IPSec, GRE, and remote●

access
Apply fault tolerance methods to IPSec VPN designs●

Employ mechanisms to alleviate the configuration complexity of a large- scale IPSec VPN, including●

Tunnel End-Point Discovery (TED) and Dynamic Multipoint VPNs (DMVPN)
Add services to IPSec VPNs, including voice and multicast●

Understand how network-based VPNs operate and how to integrate IPSec VPNs with MPLS VPNs●

Among the many functions that networking technologies permit is the ability for organizations to easily and
securely communicate with branch offices, mobile users, telecommuters, and business partners. Such
connectivity is now vital to maintaining a competitive level of business productivity. Although several
technologies exist that can enable interconnectivity among business sites, Internet-based virtual private
networks (VPNs) have evolved as the most effective means to link corporate network resources to remote
employees, offices, and mobile workers. VPNs provide productivity enhancements, efficient and convenient
remote access to network resources, site-to-site connectivity, a high level of security, and tremendous cost
savings.
 
IPSec VPN Design is the first book to present a detailed examination of the design aspects of IPSec protocols
that enable secure VPN communication. Divided into three parts, the book provides a solid understanding of
design and architectural issues of large-scale, secure VPN solutions. Part I includes a comprehensive
introduction to the general architecture of IPSec, including its protocols and Cisco IOS® IPSec
implementation details. Part II examines IPSec VPN design principles covering hub-and-spoke, full-mesh,
and fault-tolerant designs. This part of the book also covers dynamic configuration models used to simplify
IPSec VPN designs. Part III addresses design issues in adding services to an IPSec VPN such as voice and
multicast. This part of the book also shows you how to effectively integrate IPSec VPNs with MPLS VPNs.
 
IPSec VPN Design provides you with the field-tested design and configuration advice to help you deploy an
effective and secure VPN solution in any environment.
 
This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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From reader reviews:

Daniel Soderquist:

The book IPSec VPN Design (Networking Technology) make one feel enjoy for your spare time. You should
use to make your capable considerably more increase. Book can to become your best friend when you
getting strain or having big problem along with your subject. If you can make reading a book IPSec VPN
Design (Networking Technology) to be your habit, you can get more advantages, like add your own capable,
increase your knowledge about a number of or all subjects. You may know everything if you like start and
read a reserve IPSec VPN Design (Networking Technology). Kinds of book are a lot of. It means that,
science book or encyclopedia or other people. So , how do you think about this publication?

Jaime Worm:

Here thing why that IPSec VPN Design (Networking Technology) are different and reliable to be yours. First
of all reading through a book is good nevertheless it depends in the content than it which is the content is as
scrumptious as food or not. IPSec VPN Design (Networking Technology) giving you information deeper as
different ways, you can find any publication out there but there is no guide that similar with IPSec VPN
Design (Networking Technology). It gives you thrill studying journey, its open up your eyes about the thing
that happened in the world which is possibly can be happened around you. You can easily bring everywhere
like in recreation area, café, or even in your way home by train. For anyone who is having difficulties in
bringing the branded book maybe the form of IPSec VPN Design (Networking Technology) in e-book can be
your choice.

Eric Kyler:

You may spend your free time to see this book this publication. This IPSec VPN Design (Networking
Technology) is simple to develop you can read it in the park your car, in the beach, train and soon. If you did
not have much space to bring the printed book, you can buy the particular e-book. It is make you quicker to
read it. You can save typically the book in your smart phone. So there are a lot of benefits that you will get
when you buy this book.

Sally Kim:

What is your hobby? Have you heard in which question when you got students? We believe that that query
was given by teacher to the students. Many kinds of hobby, Every person has different hobby. Therefore you
know that little person similar to reading or as reading through become their hobby. You must know that
reading is very important as well as book as to be the thing. Book is important thing to increase you
knowledge, except your own personal teacher or lecturer. You find good news or update regarding
something by book. Numerous books that can you take to be your object. One of them is IPSec VPN Design
(Networking Technology).
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